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Good Afternoon

In this newsletter:
- Spoofed invoices look like they are from us DO NOT OPEN!
- Premier/Small Business/Starter mailbox SIZE increase
- Ransomware has gone up a gear!
- DNS and WHOIS lookup is now our most used free service
- Need to register a new AC.UK domain name?

--------------------------------------------------------------------------------------------------
Spoofed invoices look like they are from us DO NOT OPEN!
--------------------------------------------------------------------------------------------------
Please be aware there are emails being sent which look like they are from us and contain malware.  DO NOT
OPEN.  
They often have our reply email address, but this is spoofed.  

Legitimate invoice emails from us are easily identified by the subject which includes your domain name, and invoice
number in the form of:
  
    Invoice No  B[number] PAID IN FULL - Many Thanks, for [domain-name]
OR
    Invoice No  B[number] PAYMENT DUE, for [domain-name]

Another important difference is we ONLY send HTML format invoices, this means the attachment will only appear as
a .htm or .html file type (currently we do not send other file types as attachments).  The malware might appear as .pdf
or .doc (or other variants of the document file extension).

In the coming months we will strive to ensure the subject heading on all emails sent from us are in following format:
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    [reason for email] - from Seiretto for [your-name] - [your-company-name] ([domain-name])
    eg. Reminder item(s) on account will expire in 26 days - from Seiretto for D Walker - Seiretto Ltd (seiretto.co.uk)
This will make it easier for you to correctly identify/authenticate the emails are originating from us, and harder for the
malware-distributors to create. 

More on email spoofing here:
http://seiretto.com/newsletters/email-spoofing-malware.php
 

--------------------------------------------------------------------------------------------------
Premier/Small Business/Starter mailbox SIZE increase
--------------------------------------------------------------------------------------------------
Standard mailbox sizes have increased from 400MB to 1GB from end of July.  This increase in mailbox size is
something we wanted for a while, and hope you like it.

No charge, and no changes required, the upgrade will happen automatically and will apply to both new and existing
mailboxes.

--------------------------------------------------------------------------------------------------
Ransomeware has gone up a gear!
--------------------------------------------------------------------------------------------------
Ransomware is where your data on your computer is encrypted using software distributed by criminals and only by
paying a release fee will the criminals provide you with a password to unlock your files.  New methods of using this
attack are evolving and moving from single computers to whole systems:
http://www.theregister.co.uk/2016/06/08/uni_calgary_pays_ransomware_crims/

Backup regularly so not to become a victim of these criminals:
http://www.seiretto.com/newsletters/backups.php
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--------------------------------------------------------------------------------------------------
DNS and WHOIS lookup is now our most used free service
--------------------------------------------------------------------------------------------------
Many large organisations now use our WHOIS and DNS lookup for gov.uk and ac.uk domains, these include:

Oxfordshire County Council (jisc.ac.uk), NetNames Operations Limited (netnames.com), University of Warwick
(warwick.ac.uk), Anglia Ruskin University (anglia.ac.uk), Safenames Ltd (safenames.net), Cornwall Council
(cornwall.gov.uk), Lancashire County Council (lancashire.gov.uk), University of Warwick (warwick.ac.uk), Cheshire
West and Chester Council (cheshire.gov.uk), Symantec Limited (Symantec.com), and many more...

Here are our GOV.UK and AC.UK DNS lookup:
http://www.seiretto.com/domains/dns/.gov.uk/
http://www.seiretto.com/domains/dns/.ac.uk/

and our GOV.UK and AC.UK WHOIS lookup:
http://www.seiretto.com/domains/whois/.gov.uk/
http://www.seiretto.com/domains/whois/.ac.uk/

--------------------------------------------------------------------------------------------------
Need to register a new AC.UK domain name
--------------------------------------------------------------------------------------------------
During the last 10 years we have managed and registered many new .ac.uk domains.  We have a vast amount of
experience with dealing with Janet/JISC, and can advise and guide you through the registration process.
This ensures you have the best possible outcome when applying for a new .ac.uk domain name. 
 
Full details: http://achost.co.uk/choose-domain-name/

http://achost.co.uk/choose-domain-name/
http://www.seiretto.com/domains/whois/.ac.uk/
http://www.seiretto.com/domains/whois/.gov.uk/
http://www.seiretto.com/domains/dns/.ac.uk/
http://www.seiretto.com/domains/dns/.gov.uk/
http://pdfcrowd.com/html-to-pdf-api/?ref=pdf
http://pdfcrowd.com/customize/
http://pdfcrowd.com


pdfcrowd.comPRO version Are you a developer? Try out the HTML to PDF API

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
Thank you for reading, please let us know if you have any queries, niggles, or questions?  Just reply now....

Missed a newsletter?  Copies of most of them are online here:
http://www.seiretto.com/newsletters/

Seiretto Sales.
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